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Fitness trackers are increasingly popular. The data they collect provides substantial benefits to their users, but it also creates
privacy risks. In this work, we investigate how fitness-tracker users perceive the utility of the features they provide and the
associated privacy-inference risks. We conduct a longitudinal study composed of a four-month period of fitness-tracker use
(N = 227), followed by an online survey (N = 227) and interviews (N = 19). We assess the users’ knowledge of concrete privacy
threats that fitness-tracker users are exposed to (as demonstrated by previous work), possible privacy-preserving actions users
can take, and perceptions of utility of the features provided by the fitness trackers. We study the potential for data minimization
and the users’ mental models of how the fitness tracking ecosystem works. Our findings show that the participants are aware
that some types of information might be inferred from the data collected by the fitness trackers. For instance, the participants
correctly guessed that sexual activity could be inferred from heart-rate data. However, the participants did not realize that
also the non-physiological information could be inferred from the data. Our findings demonstrate a high potential for data
minimization, either by processing data locally or by decreasing the temporal granularity of the data sent to the service
provider. Furthermore, we identify the participants’ lack of understanding and common misconceptions about how the Fitbit
ecosystem works.
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1 INTRODUCTION

Wearable devices, such as tness trackémsere among the top worldwide tness trends from 2016 to 2020().

In recent years, tness tracker brands such as Fitbit have attracted much attention from both uggrarid
technology giants such as Googl&(7. Fitness trackers enable users to continuously collect large amounts of
physiological data, ranging from step counts to heart rate. The rst generation of users who started bene ting
from wearable devices were “self-quanti ers': technology-savvy individuals who use wearable devices to log
their physiological data and behaviors to learn more about themsell&sg3. Today, wearable devices are more
pervasive, easier to use, and more a ordable than ever before. As a result, individuals who are not technologically
savvy can also reap the aforementioned bene ts of tness trackers. These users can self-re ect on theib@gta [
and set goals [74] to maintain a healthy lifestyle and to improve their well-being.

Despite the enormous bene ts tness trackers o er, their use can involve privacy risRs40, 8q. First, a user
may choose to share their data with their tracker's manufacturer and/or the manufacturer's a liate8]. Users
can also compromise their privacy for the bene ts provided by third-party organizations (e.g., giving access to
insurance providers in exchange for lower premiuni] 96)). Furthermore, users can also expose their tness
data on online social networks for self-presentatio®].[In addition to data leakages, earlier studies showed that
the existing machine-learning techniques are capable of inferring users' sensitive information from their tness
tracker data (e.g., drug consumptionj, [LQ, 20, 65 67, 82 92, 104. Although in some cases these inferences
could bene t users (e.g., diagnosing COVID-¥4,[81]), the mainstream media have reported several privacy
and security incidents involving tness trackers [40, 86].

Earlier research showed that tness-tracker users perceive their devices as being mostly ben&,dial [L0g.
However, most users are not well-informed about the privacy risks associated with their de@j&4[90, 109.
Hence, users have an overall low level of privacy concer®® L0§. Users also do not take su cient actions to
protect their privacy B, 34, 62, 10g. Despite this previous body of research, we have a limited understanding
of the utility that users associate with these devices and the most common privacy concerns that could arise
after repeated use of this technology. In this work, we assess users' perceptions of the utility of their tness
trackers, as some user behaviors related to utility might have further implications for privacy. In particular, we
evaluate the potential for data minimizatiorlf, 57, i.e., preventing the collection and transfer of data that does
not contribute to a feature considered signi cantly useful by the users. While studying users' perceptions of
tness-tracker's utility, we also assessed their knowledge of privacy threats about di erent types of information
that can be inferred from data collected by tness trackers. Additionally, as users' awareness of privacy risks
is closely related to their understanding of how the tness tracker ecosystem functions (see Appendix A), we
investigate their mental modelssH regarding how tness tracker data is transmitted between, and processed
by, di erent entities (e.g., tness tracker, smartphone, servess;). This is indeed in line with the de nition of
privacy by Nissenbauni7 7] that privacy is adopted by appropriate ows of information. The appropriateness of
information ow is de ned by established contextual norms between di erent entities (i.e., senders, recipients,
and data subjects), information type, and transmission principles (i.e., the constraints that control information
ow). Lastly, we are interested in learning more about the reasons for the privacy-preserving actions that tness
tracker users take. To this end, we pose the following research questions:

RQ1. How do users value the utility of features, types of data, and platforms in the tness-tracker ecosystem? In
particular, how much loss of detail would users be willing to accept to protect their privacy?

RQ2. How do users perceive privacy in the context of tness trackers? In particular, which types of sensitive
information do users think can be inferred and with what accuracy?

I*Fitness trackers' refers to any wrist-worn wearable devices that can collect tness data. For instance, Fitbit, Garmin, and Jawbone are the
most common types of tness tracker [39, 44, 61].
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RQ3. How well do users understand the information ow among the devices, the companion app, and the
supporting online services?
RQ4. Which behaviors would users engage in to protect their privacy?

In order to answer our research questions, we conducted a longitudinal study with young university students
(# = 227. We provided all of our participants with tness trackers and asked them to use the trackers for four
months. At the end of the four months, we asked these individuals to complete an online survey (followed by an
interview with some of the respondent#, = 19. The survey included questions about tness-tracker users'
privacy-risk awareness, privacy-preserving actions, and their perceptions of utility of their devices. To assess our
participants' mental models, we also asked them to make a drawing of how they think the data collected by their
tracker is transferred and processed.

Our ndings showed a high potential for data minimization without a ecting the perceived utility of the
tness trackers. Most notably, we found that most of the features that users nd signi cantly useful could
be implemented bynly storing the data locally on the users' smartphone (i.e., without sending it to Fitbit's
servers by default), as very few participants reported accessing their data through Fitbit's website or with other
connected devices. We found that the participants showed concerns about sensitive information being inferred
from their tness tracker data. However, their level of concern did not match their perception of how precisely
di erent types of information could be inferred. Moreover, the vast majority of our participants showed a limited
understanding of how the Fitbit ecosystem works. This could patrtially explain why participants did not think that
it was possible to infer various types of sensitive information that are in fact possible to infer, as demonstrated
by prior studies.

In this work, we provide an empirical contribution about how users of tness trackers evaluate the utility
of their device. Also, we contribute to a better understanding of the privacy risks (and functioning) typically
understood by the users of this technology. Our ndings can inform the design of new privacy-preserving
strategies and data-minimization techniques for tness trackers.

2 RELATED WORK

In this section, we review earlier studies on tness-tracker users' perceptions of the utility of their devices,
and we discuss the e ect of the perceived utility on users' privacy decisions and possible implications for data
minimization. Next, we look at prior studies about data inference and tness-tracker users' perceptions of privacy.
Last, we review the actions users take to protect their privacy. Prior work in this area is vast, so literature surveys
have been compiled to support researchet§, 21, 23 39 48 79 88 91, 93. In the following sections, we will

refer to the individual studies and not to the surveys.

2.1 Utility Perceptions, Privacy Calculus, and Data Minimization

Utility perceptions of tness trackers vary among user$Z, 87. The type of device they own, their technical
expertise, values, and attitudes can in uence their perceptions of the utility of the devices. An earlier study
shows that users value functional factors more highly than hedonic attribut&s. [Prior research found that
users of this type of device consider tness and health-oriented data more important than social features such
as messaging or sharing function84, 109. Fitness-tracker users also have concerns that are related to their
perceptions of the utility of their devices. Users can worry about how to present themselves by using tness
information, and they can be unsure about what the acceptable norms for sharing tness informationGare [

p. 429]. Prior research has found that these users are typically concerned about the type of tness data that could
be interesting to sharel0]], and users are often unsure about who would be interested in seeing their tness
data [74, 76].
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Earlier research17 found that users can be categorized into three general tygesie t maximizergi.e.,
those who have utility preferencesfact enthusiasté.e., those who are interested in the motivational aspects
of the tness trackers), andlata protector§.e., those who prioritize privacy). While using their trackers, users
not only consider the utility aspects but also usually perform risk-bene t analyses (i.e., the so-called privacy
calculus) B8 59. Users consider the trade-o between receiving relevant and personalized health information,
the sensitivity of this information, and the existence of legislative data-protection mechani§¥stiowever,
some users might not be su ciently aware of the potential privacy risks that are involved in using tness
trackers [9]. Therefore, some users are not able to properly make informed decisions [62]. Research shows that
tness-tracker users usually give more weight to the utility rather than the privacy aspedtg [L0g. Users could
be willing to sacri ce their privacy for utility, especially if they are ensured that the tracker provides considerable
bene ts [10§. In contrast, in other contexts users could be willing to compromise utility for privacy. For example,
in the context of location check-ins, Bilogrevic et §1.1] studied how privacy-preserving technigues, such as
obfuscating location information at the semantic and geographical levels, a ect the perceived utility of the users
and found that obfuscating geographical information had a less negative e ect on users' utility than obfuscating
semantic information did.

To the best of our knowledge, no existing work has investigated dpgortunitiedor increasing tness-tracker
users' privacy, without a ecting their perceived (or the concrete) utility of the technology. In particular, we
are interested in studying this from a data-minimization perspectiVio elaborate, we aim to discover which
platforms(e.g., the tracker itself, companion app, website) are less frequently used to view the tness data, and
which forms of data representatiofesg., di erent intervals and aggregations) could be perceived as su cient for
most tness-tracker users.

2.2 Information Inference and Knowledge of Privacy Threats

Information inference is feasible with di erent types of dat&[17, 42 106. But one particularly threatening case
of inference attacks is related to tness tracker3, 40 86, as they continuously collect users' physiological data
that can reveal sensitive information related to their habits, behaviors, and beliefs. Inferences can be made by
attackers by using machine-learning algorithmsg [LQ, 20, 65 67, 82, 92, 104, and manually, wherein users could
simply re ect on their peers' activity data and infer their sensitive information such as their lifestylgg p. 1653]
or health conditions B6 p. 4317]. The former, however, is more concerning, as it can be done by malicious users
and with higher accuracy. Research showed that attackers can precisely infer users' sensitive information such
as smoking cigarettes9], alcohol intoxication [7], illegal drug consumption §7, smartphone keystrokes (e.g.,
passwords) [65], and mechanical padlock codes [67].

With regard to inferences of sensitive information from other sources of data, Zimmer.4tLaB]found that
users are usually not aware of potential threats. More speci cally related to the domain of tness trackers, Schnee-
gass et al[90] found that non-expert tness-tracker users could not distinguish between raw data and derived
data. Consequently, users are more likely to underestimate potential inference threats. Furthermore, Gabriele and
Chiassor{34] found that tness-tracker users think that data inference is technically possible but unlikely to
occur. For example, 61% of their participants found that it is possible to reject job applicants because of their poor
mental health, as inferred from their sleep data, but only 21% of the respondents thought that such a scenario
would be likely to occur [34, p. 5].

Overall, tness-tracker users show a low level of concern regarding priva@gy, [L0g. A signi cant portion of
these users think no one would be interested in their dat®§, and others fully trust the service providers to

2Note that data minimization is one of the core principles of thevacy-by-design approa¢i4, 57. For instance, if a participant looks only
at their step data and does so only on the tracker itself, there is no need to send this data to the tness tracker company's servers. Also, if a
participant is not interested in their sleep data, then this data should not be collected in the rst place.
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keep their data securef[ 109. The lack of privacy concerns can be attributed to a lack of understanding about
inference attacks, as explained previously, or to the lack of awareness about how their data is collected and how it
can be used4, 62 101. Speci cally, some functionalities o ered by the service provider might create additional
vulnerabilities for attackers to exploit (e.g., step counts sharing). Users are more or less concerned, depending on
which type of data (e.g., step counts, sleep graphs, average active hours, etc.) would be shared and with whom
(e.g., friends, employers, advertisement companies, €d,YH. Users primarily worry about location datar[3?

]- Weight and sleep data are considered sensitigg BJ. Users are less comfortable sharing graph data (e.g.,
weight graphs) as compared to sharing aggregated statistical data (e.g., lifetime oors climbed) or personal data
(e.g., birthday) 34. Additionally, users would be more concerned if they thought that some of their data could

be used to identify them4, 36 109. For example, in recent research, users expressed higher levels of concern
about situations where they noticed that their step-count data can reveal vital information about their daily
activities [4, 3¢. Furthermore, considering the recipients of the data being shared, users are concerned about 3rd
parties, such as insurance companiésd4, 9€¢, employers B, 34, 36 67, and advertising agencies8{], more

than about other users of the same service.

While a previous work B4 studied the likelihood and plausibility of privacy breaches and information
inference in di erent scenarios, in this work, we essentially focus on théormation type We seek to understand
whether users think that di erent types of sensitive information (e.g., political views or personality traits)
could be inferred accurately from their tness data, and how they would rank the risks connected with these
types of sensitive information being inferred accurately. Also, despite the vast literature on tness tracker
users' knowledge4, 34,62, 90, 101, 108, it is unclear how much users understand about taechitecture of the
tness-tracker ecosysteand its associated risks. Therefore, our objective is also to study the mental models that
tness-tracker users have of these technical platforms [69].

2.3 Privacy-Preserving Actions

Fitness-tracker users usually take limited actions to preserve their privadgyNlost of the time, privacy-preserving
actions are only limited to the rst-time setupf09. Prior research found that users typically do not change the
default settings, and they do not read the privacy policy or the terms and conditions agreem@4jtsjabriele

and Chiassorj34] found that only half of the users, in their sample, set their data sharing preferences. Prior
research suggests that tness trackers have limited privacy controls and that users of tness trackers want more
granular controls [L3 64. Concerning the sharing of this type of data, a recent study found that users might
agree to share their tness data with their employers, but only if they could delete certain parts of their data
before sharing $7. Similarly, ?] reported that users would share their location data if they could be assured that
it would be deleted after some timeln this context, we are interested in knowinghat actionsusers might take

to protect their privacy. Given prior research in this area, we posit two hypothetical sets of actionst wearing

the tracker, to stop data collection during speci c times;reducing the granularityf the information being
collected by the device (i.e., selecting limited information and recording only that information) instead of coarse
recording (i.e., recording everythind)Given that granular recording is limited in current o -the-shelf (Fitbit)
tness trackers, understanding users' perceptions could inform novel and usable privacy-preserving strategies
for designers.

3Note that this would not guarantee the users' privacy, as the data could be leaked during the time it would be available to the service
provider or the users.

“Note that the ability to reduce the granularity of the recorded data is available in some tness tracker models. For example, the Fitbit
Inspire HR enables disabling heart-rate recording, but not other senstsg. 17]. These settings could be hidden in the Fitbit tracker
software, hence most users are likely not aware of their existence.
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3 METHODOLOGY

To answer our research questions, we organized a longitudinal study invol¥fing 227individuals. Our study

was based on another study conducted over a four-month period, from May 2020 until SeptembeY PI20.

other study had another research goal (not reported in this paper). It was designed to evaluate whether personality
traits could be inferred from step counts collected by tness trackers. Building on this other study, we had access
to a group of participants who used the same wearable-device model and the same companion app. This choice
ensured that the participants had been exposed to the same type of technology for a similar amount of time.
We deployed an online survey and conducted semi-structured interviews with a sub-sample that demonstrated
interesting behaviors with regard to the use of the tness trackers.

3.1 Apparatus

The purpose of the other study was to collect the tness tracker data of a set of participants who use a specic
model of tness tracker, namely the Fitbit Inspire HR. We chose this speci ¢ tracker as Fitbit trackers have often
been used in researcl3f] due to their reliability [5, 39. Furthermore, Fitbit is one of the market leaders for
life-style tracking devices for the general publi@9, 43 61], and Fitbit provides a convenient Web API to third
parties for accessing user data (using OARtH27, 28 39. Furthermore, the Fitbit Inspire HR was general
purpose tness tracker with a large user base. It also collects a wide range of data types (including step count,
activities, sleep, and heart rate). Each participant was provided with a Fitbit Inspire HR, which we purchased for
the study. At the start of the study, our participants had to create a Fitbit account and grant us access to their
data by using the Fithit API; thus, we could retrieve their tness data from Fitbit's servers through the provided
APIs. For each participant, we collected the following information from their Fitbit accounts: the number of steps
taken every minute, the average heart rate every minute, sleep related information (i.e., bedtime, wake-up time,
and sleep phases), and the sports activities that are automatically detected by the device.

3.2 Participant Recruitment

The participants were recruited through LABEX, a dedicated structure at the University of Lausanne that organizes
behavioral studies with a pool of aroun8000students. These students came from the University of Lausanne
(UNIL) and the Ecole Polytechnique Fédérale de Lausanne (EPFL), which are located in the same geographical
region. The participants were contacted by e-mail and those who showed interest in the study had to Il a
screener questionnaire. The screener allowed us to verify the eligibility of potential participants and to ensure
some diversity in terms of gender and eld of study. More speci cally, the selection criteria were (1) to own
a smartphone that is compatible with the Fitbit application, (2) to possess su cient mastery of Frémcit

(3) to not be current users of tness trackers to avoid that they use their own device instead of the one we
provide® A total of 981individuals answered the screener questionnaire a¥®were eligible with respect to the
aforementioned criteria. According to the number of devices at our disposal, and with one participant dropping
out?’ we nally collected data from 227 individuals.

5The e ect of the COVID-19 pandemic on our participants' lives was limited as most venues (including shops and restaurants) were open
and there was no lock-down in the region where the study was conducted. To verify this claim, we checked the participants' tness data.
On average, they walkef523steps per day(j = 2850Q. These numbers are similar to statistics published by Fitb# hat show Swiss
people walk aroun®000steps per day.

Shttps://oauth.net/2/, last visited: Feb. 2021.

"The surveys, which contain (o cial translations of) standardized questionnaires, and the interviews were conducted in French.

8We did not exclude participants who had used tness trackers in the past.

9Due to having an allergic skin reaction to the wristband of the tness tracker.
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3.3 Procedure

The participants, one at a time, enrolled in the study and picked up their tracker. We explained the conditions
of participation, the data that would be collected, the associated data-management plan, and the procedure for
withdrawing from the study (in case they chose to do so). The participants could withdraw from the study at
any point and, if they did so, the data we collected about them would be deleted. The participants had to sign a
consent form with all the aforementioned information. The participants had to wear the tracker throughout the
day, but could choose to wear it at night or not.

As a nancial incentive the participants were pailOCHF ( 67USD) at the end of the study and were allowed
to keep the tracker. Our study was approved by our institutional review board (IRB).

At the end of the study, the participants had completed an exit questionnaire that we describe in Section 3.4. This
exit questionnaire included a question asking the participants whether they would be interested in participating
in a follow-up interview that we describe in Section 3.5. Interviewees were paid an addit@®s&@HF ( 38USD)
for participating. These follow-up interviews were conducted three months after the end of the data-collection
period.

3.4 Design of the Survey

The questionnaire was designed to collect information about various aspects of how tness trackers are used.
Speci cally, we designed questions around the level of concerns that participants have with tness trackers
and the privacy risks that they could foresee. We also probed the participants' knowledge about the concept
of information inference. The survey questions were designed collaboratively by all the research members to
provide relevant data to the research questions. After an initial draft of the survey was ready, each team member
iterated the document by providing comments, re ning the language and the instructions, and by testing the
logic of the questions. The survey compris28items spread ovetOsections. An English transcript of the survey

can be found in Appendix B°

Sec. 1This section contained demographic questions (e.g., gender and faculty in which the participants study) to
characterize our sample and to con gure the skip-logic of the rest of the survey questions.

Sec. 2This section focused on the participants' self-perceived privacy risks regarding the use of tness trackers
(cf. RQ2), and it sought to understand which privacy-related actions participants might have taken during
the study (cf. RQ4). The privacy-related-actions question contained a prede ned list of actions, including
reading Fitbit's terms and conditions and changing the privacy settings in their Fitbit account. These actions
were selected based on the options that can be found within the Fitbit app and website and were also
informed by the results of a previous study [34].

Sec. 3This section focused on the participants' knowledge about the hardware of the tracker (cf. RQ3) and about
which sensors they would disable to protect their privacy (cf. RQ4). The sensors list consisted of all those
actuallyembedded in the Fitbit Inspire HR and of several sensors embeddethérdevices. We chose
to include sensors that are not actually embedded in the device, in order to better gauge the participants'
technical understanding.

Sec. 4This section collected the participants' perceived likelihood of (and concerns about) certain types of
information being inferred (cf. RQ2). The information types were selected either based on previous studies
(e.g., alcohol consumptior?], illegal drug consumption 7)), or based on the EU General Data Protection
Regulation (GDPRYJ (e.g., religious beliefs, political opinions, sexual activity, and sexual orienta).[

10a transcript of the original survey in French is available on the Open Science Framework repository. See https://doi.org/10.17605/OSF.10/
56EXZ, last accessed October 2021.
lisee https://eur-lex.europa.eu/eli/reg/2016/679/0j, last accessed October 2021.
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(a) Exact step count (original). (b) Intervals of 100 steps. (c) Intervals of 500 steps.

(d) Intervals of 1000 steps. (e) Intervals of 2000 steps.

Fig. 1. Alternative Uls for daily step counts (as would be seen in the Fitbit app). The participants had to rate the utility of the
di erent levels of information shown in each variant, thus enabling us to evaluate the potential for data minimization by
using ranges instead of precise values.

Sec. 5This section sought to understand which data types collected by the tracker participants nd useful (cf. RQ1),
and to assess the frequency of use of each platform for viewing (1) step and heart-rate data, and (2) sleep
data. We group step- and heart-rate data together, as they are calculated on the tness tracker, whereas
sleep data is calculated on Fitbit's servers. The purpose of these questions was to evaluate the potential for
data minimizationas a means of privacy protection.

Sec. 6This section asked how many times pday the participants removed their tracker and why they did
so (cf. RQ4). If participants selected that they removed the tracker for privacy reasons, they were given
an additional question asking about which privacy related reasons they removed it. We identi ed the
prede ned options, before running the survey, by deploying a short survey with open-ended questions
among33 tness-tracker users.

Sec. 7This section focused on how often the participants wore their trackenaht and why they chose not to
wear it (cf. RQ4).

Sec. 8This section asked the participants for their preference in terms of how precise the data displayed in the
Fitbit app should be (cf. RQ1). In Q20, the participants were presented with alternative Ul designs (as would
be seen in the Fitbit app) where, instead of a precise step count, they would be shown a step interval (see
Figure 1). In Q21, the participants were asked about the time span of data that they like to review when
looking at their historical data. In Q22, the participants were shown graphs representing di erent levels of
aggregation of their number of steps made throughout the week. The purpose of this block of questions
was to understand the potential for data minimization (cf. RQ1).

Sec. 9This section asked respondents to make a drawing of how they thought their data was processed and
transferred across the various components of the Fitbit ecosystem. We asked the participants to draw this
by thinking about either step data or sleep data (cf. RQ3). Analyzing drawn mental mo@glbés gained
traction in security and privacy researchp, 56 64, 7§. Mental models are instrumental for analyzing
users'tacit knowledgéi.e., subjective and implicit assumptions) about how things work. Such knowledge
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often cannot be easily verbalize@4]. To this end, we provided the respondents with a template (see the
template gure in Q23) including example elements they could use in their drawings.

Sec. 10This section contained the Internet Users' Information Privacy Concerns (IUIBQ) vhich measures the
respondent's level of privacy concern (cf. RG2).

Sec. 11This section asked respondents whether they would be willing to participate in a (paid) follow-up interview
(see Section 3.5).

We initially designed the questions in English. Later, one of the authors translated them into French. Three
authors checked and revised the questions in French. To further re ne the questions before deploying the survey,
we conducted two cognitive pre-tests with individuals outside our institution. Both individuals have used Fitbit
tness trackers for several years and are uent in French. One of the authors created a meeting over Zoom with
each participant and asked them to share their screens. Each participant was asked to rephrase each question
in their own words, to explain what each question was asking, and how they would answer it. The feedback
was used to clarify and improve the phrasing (e.g., for Q23 adjusting and clarifying the instructions for what
participants have to do), to change the available answer options (e.g., for Q14, replacing semantic options such as
“Often’, with concrete ranges like "1 2 times per day'), and to adjust the formatting (e.g., emphasizing keywords
by making them bold and underlining them). The order of the answer options was randomized to avoid possible
carryover and presentation e ects. The order of questions was chosen to avoid priming the participants. The
survey was developed and deployed using the Qualtrics online survey platform. Respondents lled the survey
online.

3.5 Interview Protocol and Participants Selection

In order to better understand our participants' perception of Fitbit devices, we conducted semi-structured
interviews with 19 participants who completed the exit survey. Our goal was to delve deeper into three topics:
(i) their privacy concerns in general and with regard to the tracker, (i) their views on the utility of the tracker,
and (iii) their mental models regarding the functioning of the Fitbit ecosystem and, in particular, regarding data
processing and transfer.

To develop the interview questions, we relied primarily on the exit-survey results. We identi ed the questions
that we wanted to explore in greater depth. We reviewed the proposed questions internally and then conducted
one cognitive pre-test with one of the individuals with whom we had done cognitive pre-tests for the exit survey.
We created a customized interview script for each participant, based on how they answered the exit survey.
During the interviews, for various questions, we showed the interviewees their answers to some questions in the
exit survey and asked them to elaborate further. This enabled us to capture the participants' reasoning behind the
answers they gave in the exit survey. As the interviews were semi-structured, we adapted the interviews to what
the participant was saying during the conversation, we delved deeper where necessary and skipped questions
that we felt were no longer relevant. The protocol for the interviews is available on the Open Science Framework
repository?3

In order to increase the diversity of opinions about privacy issues relating to the trackers, we determined four
categories of participants, based on their tracker-wearing habits, as follows. Participants who:

G1. Frequentlyremoved the tracker during the day and wharely or nevewore it at night.

G2. Frequentlyemoved the tracker during the day and wtaften or alwaysvore it at night.

G3. Rarely or neveremoved the tracker during the day and wharely or nevemwore the tracker at night.
G4. Rarely or neveremoved the tracker during the day and wtaften or alwaysvore it at night.

1Awe used only items (2), (3), and (6) to calculate the score, as suggested by the IUIPC developers [68, p. 353].
135ee https://doi.org/10.17605/0SF.I0/56EXZ, last accessed October 2021.
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We aimed to recruit two men and three women per group, thus roughly matching the gender distribution
of our entire pool of participants (see Section 3.7). However, not enough people from each group agreed to
be interviewed. We randomly sampled the participants from those who indicated they would be interested in
participating in follow-up interviews; we grouped them into the four aforementioned categories; and we looked
at their answers for Q10 to ensure a diversity of privacy concerns relating to tness trackers.

We interviewed each participant individually. We conducted 14 in-person interviews and 5 Zoom interviews.
Some of our questions were related to the mental models that participants had drawn during the exit survey. The
interviews lasted 40minutes on average for each participant.

3.6 Coding Processes

3.6.1 Interviewdo analyze the interview data, we rst transcribed the audio records. We read the transcripts
and selected the relevant quotes from the participants. Next, two authors developed the codebook with open
coding [89, thus labeling the selected quotes. Using the main topics arisen from our survey data (e.g., respondents'
concerns about data inference), we searched for individual narratives or anecdotes that could explain our survey
ndings.

3.6.2 Mental Model30 analyze the mental-model data, we chose to focus on three aspects in order to gauge
how well the participants understand how information ows through the tness tracker ecosystem. We phrased
these aspects as the following questions:

(1) Does the data go through the smartphone, tablet, or computer (i.e., henceforth a ‘connected device')?
(2) Does the data go through the connected device to the server, then back to the connected device?
(3) Does the tracker receive non-relevant data?

Using these questions, we categorized the participants' mental models into three main types: (i) correct models,
(ii) incomplete models, and (iii) incorrect models. These three categories were derived from previous studies on
mental models (for examples in various contexts see: computer securiif],[cryptocurrency 4, HTTPS b€,
and secure communication [1]). We will further explain these three categories in Section 4.3.

3.7 General Participant Statistics

The survey took an average @2 minutes to complete. A total of 227 participants completed the exit survey.
Table 2 in Appendix C shows the participants' distribution by age range and gender. Given that prior research
identi ed gender di erences on users' self-tracking practice®4 and their online privacy concernsd, 83, it is
necessary to collect data from all genders. The distribution by gender was 63.0% female, 36.6% male, 0.4% prefer
not to answer. Women are over-represented in our sample, compared to the general population. Note that our
sample is consistent with the market trend of women being the majority of tness-tracker uséd [The ages of

the participants ranged from 18 to 33, with an average of 21.62 and a standard deviation of 2.57. The distribution

of the major elds of studies was quite diverse, as can be seen in Figure 14 (see Appendix C).

With regard to the privacy concern (IUIPC) scale, the average score was 3.19, with a standard deviation of
1.22 (the score could range between 0 and'@)le tted the distribution of the IUIPC scores. We found it to be
closest to a Truncated Normal distribution & 321f = 13,0 = 001 andl = 6'01). The™ andf values are the
estimated expected mean value and the estimated standard deviation, respectivelyafidéd values represent
the lower and upper, respectively, cuto bounds for the distribution. This means that most of our participants'
privacy concerns were close to the average level. Figure 2 shows the histogram of the averaged IUIPC scores,
together with the tted distribution.

14 the IUIPC 0 is the lowest level of concern, and 6 is the highest level of concern.
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Fig. 2. Privacy concern (IUIPC), with fit.

In the exit survey, 119 participants agreed to participate in a follow-up interview. We interviewed 19 of those
participants. Table 3 in Appendix C shows the participants' gender distribution per interview group. We did not
achieve our desired quotas per group.

Of our 227 participants2200f them submitted their drawings after answering the survey. We rst made a
quality check and discarded four items because the photos that the participants sent us were not clear or because
the participants did not understand the drawing task correctly. Finally, we Rd@drawings to analyze.

4 RESULTS

In this section, we report the analysis of the data collected through our surveys and interviews. We organized the
ndings according to the main themes of our study.

4.1 Participants' Perceptions of the Utility of Fitness Trackers and Potential Privacy Protection
Mechanisms

We investigated users' perceptions of the utility of tness trackers to nd potential areas for applying privacy-
protection mechanisms. In particular, we looked at applying data minimization by keeping data stovlgdocally
on users' connected devices (e.g., smartphones). To do this, we asked participants about which interfaces they
used to browse their step or heart-rate data (Figure 3a), and sleep data (Figure 3b). The participants used primarily
their tracker and their smartphone to browse their step- and heart-rate data. A vast majority of participants never
used othet® connected devices (85.8%) or Fitbit's website (88.5%). The same trend can be observed with the sleep
data in Figure 3b.

During the interviews, we asked participants how they would respond to removing the synchronization feature
if it would improve their privacy. One interviewee said that they would not want to lose the synchronization
feature, whereas all the other interviewees said that they would either not be a ected by it or would even prefer
to not have it.

To further our investigation for opportunities of data minimization, we looked at reducing the precision of
the collected data. We asked participants how useful they would nd the tness tracker if it showed less precise
information. Figure 4a shows how receptive participants are to being shown their step count in intervals rather
than having a precise number. From our participants, 31.7% would nd 100-step intervals to be useless compared
with having the precise number. Furthermore, 55.1% and 74.4% of the participants would nd intervals of 1,000
steps and 2,000 steps to be useless compared to the precise number. During the interviews, most participants

150ther than the device used for synchronizing the tracker.
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(a) Step or heart rate (b) Sleep

Fig. 3. Frequency of use of each interface to checking step or heart rate (le ) and sleep (right) #ataZ27). Sleep data
cannot be checked directly on the tracker.

explained that having step intervals makes them feel like they are missing out on information and that they
would have a hard time tracking their tness progress. [female, 20 y.d.jvant the precise result at the end of the

day, | would feel like | was missing something if it was an interval, because | would have a poor understanding of my
step counts.

We also asked our participants if they would prefer to have aggregated daily totals, or be able to see them
broken down into blocks of steps over time counts. Figure 4b shows that overall participants are indi erent
between the options we provided, as they responded positively to each one. During the inten2at4&pof the
interviewees said that they look mainly at the total steps per hot7%said that they look mainly at the total
per day, andb"3%said that they do not look at the step count rather at the total distance traveled and the number
of active minutes. When we asked them to elaborate on their preferences, the participants who preferred more
detailed information said that they like having as much information as possible. [male, 20 yIdw¢ more details
the better. | like stats, I'm interested in seeing that, comparing my di erent activity [&helgarticipants who
preferred aggregated data explained this by saying that they just wanted to know if they had been su ciently
active during the day. [female, 25 y.o.):mostly look at the total number of steps per day, per weekend, and per
week. | like to compare the days with each other. | have little interest in more laetainmary, we found that,
overall, data aggregation is a well received strategy for data minimization. However, some tness-tracker users
(e.g., self-quanti ers) might still want granular data.

4.2 Awareness, Beliefs, and Concerns Regarding Privacy Risks

We investigate the privacy perceptions of the participants. Figure 5 depicts the proportions of participants for
each level of self-reported privacy awareness. We observed that more than half of the participants (58.1%) think
that they are at least slightly aware of the privacy risks associated with tness-trackers.
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(a) Step counts intervals (b) Aggregated step counts

Fig. 4. Relative utility of less precise fitness data € 227.

Fig. 5. Participant self-reported awareness of privacy risks associated with fitness trackers227.

In order to understand the beliefs of the participants about the personal information that can be inferred,
we asked them to report the precision that they think several types of sensitive information could be inferred
from tness tracker data. As shown in Figure 6a, a large majority of the participants realized and indicated that
age, sexual activity, menstrual cycles, and drug consumption could be inferred from tness tracker data with
a moderate (or higher) precision. The participants' opinions diverged regarding personality traits. Almost all
participants thought that religion, political views, and sexual orientation could not be inferred from tness tracker
data.

When we asked the participants to explain their intuitions about the privacy inferences, one of them mentioned,
[female, 21 y.0.]:[Age, lllegal drug consumption, etc.] are inferable because they are physiological data types.
Whereas, the participants saw no link between their tness data and non-physiological types of information
such as “religion' and “political views'. Furthermore, several participants think certain types of information can
be inferred accurately. [female, 21 y.0.]: . because they can be entered in the djhs indicates that there could
have been a misunderstanding of what “inference' is, as compared to having access to the data directly.
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(a) Participants perceived precision of inferring various tyfi@s_evel of worry if certain types of sensitive information could
of sensitive information from their fitness data#( = 227. be inferred accurately from fitness tracker dat# (= 227.

Fig. 6. Participants perceived precision of inferring various types of sensitive information and their level of worry if those
types of information could be inferred accurately. *The results for menstrual cycles were calculated only for participants who
reported their gender as female.

Figure 6b depicts the levels of concern regarding privacy inferences of di erent types of information. The
types of information that a majority of participants were concerned (i.e., for which participants reported being at
least “‘moderately worried') about are personality traits (61.7&ocioeconomic status (60.8%), political views
(56.8%), alcohol and tobacco consumption (52.4%), sexual activity (50.7%), and illegal drug consumption (50.7%).

During the interviews, the most often cited reasons for worrying about these types of information were related
to avoiding targeted advertising (e.g., [male, 21 y.a.]: being manipulated by targeted advertis)rand fearing
social rejection by peers or family members (e.g., [female, 20 y.o.Jmy family would not approve if they knew |
did that [alcohol and drug consumptioh].

Age and gender were the attributes that participants were the least worried about, wherein 68.7% of the
participants said they were not at all worried about their age being inferred and 71.8% said they were not worried
about their gender being inferred. In the interviews, some participants reported that they were typically not
worried about these types of information as they can be easily observed. Age and gender need to be provided
when creating a Fitbit account. Hence, the participants' willingness to create one to participate in the study is
another indicator that they are not worried about them.

Surprisingly, many participants reported not being worried about if their sexual orientation or religion could
be inferred. During the interviews participants told us that they were not worried because they live in a ...safe
country. (mentioned by [male, 25 y.0.], [male, 21 y.0.], [male, 20 y.0.]). However, if they were to live in a country
where they could be subject to persecution, then they would be very concerned. For example, a Muslim participant
said [male, 20 y.o.]....if I lived in [redacted], | would be very concerned about my religion being inferred.
conclusion, our ndings showed that the users' concerns about the inference of certain types of information (e.g.,
religion and sexual orientation) are highly dependent on the conditions in their country of residence.

16This is consistent with [52].

Proc. ACM Interact. Mob. Wearable Ubiguitous Technol., Vol. 5, No. 4, Article 181. Publication date: December 2021.



Are Those Steps Worth Your Privacy? Fitness-Tracker Users' Perceptions of Privacy and UTilit81:15

4.3 Understanding of the Information Flow in the Fitness-Tracker Ecosystem

We analyzed the mental-model drawings based on the aforementioned criteria (cf. Section 3.6.2). In terms of the
elements used in the mental-model drawings, 40.3% of the participants depicted only the three essential elements
in their drawings, including a tracker, a smartphone (or a tablet), and a Fitbit server. The remaining 59.7% used
additional elements, including personal computers or laptops (86.3%), items related to the Internet (18.3%, e.g.,
other servers, Wi-Fi routers, data centers, or ISPs), and others (3.1%, e.g., sdtalitethird-party apps).

Our ndings showed that only 20.8% of the participants have the correct mental model. The correct model
should contain at least a tracker, a connected device, and Fitbit servers (cf. Appendix A). The correct ow of
information is where information ows from the tracker to the connected device, from the connected device to
the servers, and nally, from the servers back to the connected device in order to visualize the analyzed data (see
an example in Figure 7a). Note that the tracker could not receive the processed data (e.g., sleep graph), and could
only receive limited information from the connected device. For instance, the tracker receives information for
con guration and status updates (e.g., during the synchronization process, to update the time and calendar, or to
receive noti cations on the tracker).

The remaining 79.2% of the participants drew either incomplete or incorrect mental models. For the incomplete
mental models (24.6%), we found three types of minor mistakes in the participants' drawirfs£6.2% of the
participants think that the ow of information between their tracker and smartphone is one-sided (e.g., Figure 7b).
This is incorrect because the tracker can also receive information from connected devices such as noti cations,
as mentioned above (cf. explanation of the correct model). (ii) 6.5% of the participants think that their tracker
can receive the processed data from a connected device. The trackers do not receive processed data (e.g., sleep
graphs); and such data is visualized on a connected device (via the Fitbit app) or on the Fitbit website. (iii) 1.9%
of the participants think that information always ows from their smartphone to the Fitbit servers and that no
information is sent back to their smartphone. In other words, the participants think all the processing of their
data occurs on their smartphone and not on the Fithit servers.

For the incorrect mental models (54.6%), we distinguish four types of technical misunderstandings: (i) The most
common misunderstanding (28.7%) was for participants thinking that their tracker can directly contact the Fitbit
servers without passing through their smartphone, by using Bluetooth, WiFi, or satellites (e.g., Figurg(ilcyhe
second most common misunderstanding (19.4%) was related to the participants who thought their trackers receive
the processed data directly from the Fitbit servers. (iii) The least common misunderstanding (1.9%) was from the
participants who think their tness data goes from their tracker to their smartphone, from their smartphone to
their computer, and then from their computer to the Fitbit servers. But in fact, smartphones or computers can
directly connect to both the trackers and the Fitbit servers; and they cannot exchange the information with each
other?? Last, the remaining 4.6% of the mental models included combinations of the mistakes mentioned above.

We also considered if participants illustrated any recipients or third-party elements in their drawings. Such
elements can re ect the participants' privacy concerns and their perceptions regarding potential threats. Roughly
1 out of every 10 (11.1%) participants re ected their privacy concerns in their drawings. Among these participants,
33.3% drew third-party organizations that, such as giant tech companies, could utilize their data without obtaining
their consent. 29.2% of the participants mentioned that the tness company could sell their data to their business
partners. Participants also suspect that advertising agencies (12.5%) or insurance companies (4.2%) are buying
their data. 8.3% of the participants drew intelligence agencies (e.g., the CIA) that could exploit tness data for

1"Note that three drawings had the satellite element. Only one of them used a satellite for sending tness data. The other two were for
positioning (i.e., GPS).

18pe designated the models with only one minor mistake as incomplete.

interestingly, one participant (0.5%) thought the tracker and the Fithit server connect via satellites (e.qg., Figure 7d).

20Note that a computer with Bluetooth technology can directly connect to the tracker without requiring a USB dongle.
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Fig. 7. Samples of the participants' mental models: (a) a correct model, (b) an incomplete model, (c) an incorrect model, (d)
an interesting mistake, (e) an (incomplete) model depicting third-party threats.

their bene t (e.g., Figure 7e). The remaining 16.7% believe that their data was used for research purposes, to
collect statistics by governments (e.g., census), and was shared on online social networks.

During the follow-up interviews, we showed participants their own drawings and asked which part(s) of
their drawing they think can cause privacy risks and why. More than half of the interview participants (52.6%)
mentioned Fithit servers as the vulnerable part in their drawing. Most of these participants mentioned security
issues, in which Fitbit servers could be penetrated by hackers. The second most reported reason was the lack
of trust in the tness-tracker company, as it could sell users' tness data to third parties. The participants also
mentioned a lack of control over their data. [female, 25 y.olhave no control over my data on the Fitbit server,

I will never know what has really been done with my data th&me participant also mentioned that wearing
tness trackers could have some implications in totalitarian countries, as the government could access the servers
and track some users.

26.3% of the participants had concerns about how their data is communicated from their tracker to their
smartphone, and subsequently to the Fitbit servers. Some participants think that Bluetooth is not a secure
connection and can be attacked. [male, 21 y.olhe Bluetooth version used with the tracker is not secure, it is not
encrypted and is easy to hack, especially because it is always actB@tes others mentioned that there are
security issues with Wi-Fi connections. [female, 19 y.olWhen data is sent from my smartphone to the server
using Wi-Fi. If that [Wi-Fi] is hacked by someone they could get my information [the participant drew a man in
the middle]. Some participants pointed to the Internet, in general, as being insecure; but they could not give a
concrete example of threats. [female, 20 y.oMly information can be hacked when it is exchanged between the
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Fig. 8. Various actions that participants had taken that can either preserve or reduce their priviacy 227.

server and my smartphone because the server location is far, and [I'm] not sure where compared to the smartphone or
tracker.

Some participants said that their own devices were the vulnerable parts in their drawings, including their
trackers (10.6%), smartphones (26.3%), and computers (15.8%). Overall, these participants thought that adversaries
could attack these devices because they collect or store their data. Last, one participant (5.3%) mentioned that
every single point in the drawing is a potential source of risk. We also observed that most of the participants
were not able to give concrete examples of threats.

In conclusion, our ndings show that (i) most of the tness-tracker users have either incomplete or incorrect
mental models, (ii) only a small portion of the tness-tracker users re ected privacy concerns or security threats
in their drawings, and (iii) although the interview participants mentioned many points in their drawings, they
perceived tness-tracker servers as the most vulnerable and concerning part. We will discuss these ndings and
the potential implications for design in Section 5.3.

4.4 Privacy-Preserving Actions

We further analyze whether the participants took various privacy-related actions, and more speci cally whether
they removed their tness trackers throughout the day and whether they wore them at night.

Figure 8 shows the number of participants that performed each type of privacy-related action. A minority of
participants performed these actions. The two most common actions were changing the privacy settings in their
accounts (22.0%) and changing the security settings in their accounts (13.7%).

During the interviews, we asked participants whether they were aware of the existence of such options within
the Fitbit app and/or website. Most of them said that they were not aware of the existence of the options/functions
(e.g., [female, 25 y.o.]t didn't know that you could do that [change your privacy settingsthers said they were
not interested in using them (e.g., [male, 24 y.ol]did not see the point in doing that [giving access to a third party
application].).
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(a) Frequency ofemoval of the fitness tracker through- (b) Frequency ofvearing the fitness tracker atight Q.
out a typicalday E .

Fig. 9. Participants' self-reported fitness tracker removal during the day and wearing frequency at night 227.

(a) General reasons for removing the tracker during tfi® Privacy-related reasons for removing the tracker during
dayE (# =227. the dayE (# =13).

Fig. 10. General and privacy-related reasons for removing the fitness tracker during thé&eday

Figure 9a shows how often participants reported removing their Fitbit tracker during the day. A majority of
participants (62.1%) reported removing the tracker only to recharge it. One third of the participants reported
removing their trackers once or twice per day. Few participants (4.9%) removed their tracker three or more times
per day.

Figure 10a shows the general reasons, and Figure 10b shows the privacy-related reasons for removing the
tracker during the day. Most of the participants reported that they removed their trackers for reasons other
than privacy. For example, 33.0% of the participants reported removing their trackers to recharge them, 21.1%
removed the device for hygiene reasons, and 16.3% removed their device because they were forced to (e.g.,
for security checks at airports). Only 5.7% of the participants said they removed the tracker for privacy reasons.

Proc. ACM Interact. Mob. Wearable Ubiguitous Technol., Vol. 5, No. 4, Article 181. Publication date: December 2021.



Are Those Steps Worth Your Privacy? Fitness-Tracker Users' Perceptions of Privacy and UTility£81:19

(a) General reasons for not wearing the fitness trackergjtPrivacy-related reasons for not wearing the fitness track-
night Q (# =227. ers at nightQ (#=13).

Fig. 11. General and privacy-related reasons for not wearing the tracker at ni@ght

(a) Participants' perception of which sensors are embeddedb) Perceived e ectiveness of disabling sensors as a
in the fitness tracker and which ones they would disable to means of protecting their privacy.
protect their privacy.

Fig. 12. Participants' perception regarding the sensors embedded in the fithess tracker and privacy protettio227).

Out of those who reported removing the tracker for privacy reasons, 92.3% mentioned taking a sholves.

2IThere could be some overlap between the participants reporting removing the tracker for hygiene reasons in the general reasons and
showering in the privacy reasons. Although showering in and of itself might not be a private activity, the participants can engage in private
activities while showering (e.g., sexual activities).
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second most common privacy-related reason was engaging in sexual activity (46.2%), e.g., one participant wrote
in the free text eld, [male, 24 y.o.]....because | was masturbatiiguring the interviews, the participants who
removed the tracker frequently told us that it was mainly to recharge it, to avoid getting it wet, or because it was
uncomfortable. This is inline with the survey results.

We analyze how frequently participants wore their tness tracker at nightFigure 9b shows the participants'
self-reported the frequency of wearing at night. The results show that more than half of the participants wore the
tracker almost every night during the study. Furthermore, only 5.7% of the participants reported "never' wearing
the tracker at night.

We asked the participants for which reasons they did not wear their trackers at night. Figure 11a shows that
the majority (67.4%) of the users reported recharging the tness tracker as one of the reasons they did not wear
it. The other two most often mentioned reasons were forgetting to wear it (39.6%) and nding it physically
uncomfortable (33.5%). As with the daytime removal results, only 5.7% of the participants reported removing
the trackers for privacy reasons. From these patrticipants, 46.2% reported not wearing it to avoid bothering their
partner, 23.1% said that they did not want to have their sleep data recorded, and 15.4% reported that they had
consumed illegal drugs (see Figure 11b). Almost one third of the participants (30.8%) wrote in the text eld
sexual activity, or to hide that they were staying up all night, or going out with friends. During the interviews,
several participants mentioned being concerned if other people could nd out about their nocturnal activities.
One participant did not want to have her tness tracker data recorded when she attended a rave party at night.
[female, 20 y.o0.]:1took it 0 because | went to a rave [at night] and | didn't want any data to be collected at that
time, any type of data, about me but also about others

Next, we asked our participants which sensors they believe are present in the tness tracker, and which
sensors they would disable to protect their privacy (see Figure 12a). Correctly, almost all participants (97.8%)
reported that the tness tracker has a heart-rate sensor. In contrast, only 7.9% participants mentioned that the

tness tracker has an accelerometer which is used to detect physical movements (e.g., step count, ru2gjng) [
Erroneously, a majority of participants believe that their tness tracker has an embedded GPS (65.2%) and/or
a thermometer (59.5%) sensor. Surprisingly, a few participants reported that they believe their tracker has a
camera (0.9% participants) and/or a microphone (1.8% particiganfdinost half of the participants (45.4%
participants) expressed their desire to disable the GPS sensor on their tracker. Roughly one in ten participants
(9.3% participants) mentioned that they would disable their heart-rate sensor.

We asked the participants how useful an option to disable sensors would be in terms of preserving their privacy.
Figure 12b shows that more than half of the participants (59.9%) would nd such option slightly' to “extremely'
useful.

5 DISCUSSION

In this section, we discuss our ndings about users' perceptions of the utility of their tness trackers, and we
highlight opportunities for designing privacy-preserving techniques in the context of data minimization. We also
discuss the results that shed light on tness-tracker users' perception about personal-data inference, and their
understanding of the tness-tracker ecosystem.

22Note that we did not instruct participants to wear the trackers at night.

23Note that even though the tness tracker we provided did not have a microphone, some new Fithit smartwatches (e.g., Versa 3) indeed have
built-in microphones. The results show that some participants were not aware of the di erences between tness trackers and smartwatches.
But itis likely that in the future, tness trackers will also be equipped with microphones.
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5.1 Opportunities for Data Minimization RQ1

Our ndings show that, to browse any of their tness data, most participants do not use the websitadatitional
connected devices other than their main mobile phone. Hence, there is a high potential for data minimization by
removing the online synchronization feature (i.e., not sending the tness data to Fitbit servers). Note, however,
that online synchronization is also used for data backup and some data processing. Removing the online synchro-
nization functionality without a large e ect on the utility of tness trackers for users would be possible only

for step and heart-rate data, as it seems that sleep data is processed on Fitbit's servers and not locally on the
tracker or smartphone. Hence, users who perceive much utility from recording their sleep data could be unwilling
to exchange utility for privacy. An alternative solution could be modular synchronization, wherein a user can
select which data is synchronized. This could be implemented in the privacy-settings section of the companion
app/Fitbit website, where a user would be presented with an list describing which data would be synchronized
and why, and next to it there would be a toggle button to enable or disable synchronization for that data.

Furthermore, tness tracker companies usually have a vested interest in not reducing the data ow from
their users. For example, having the capacity to collect more user data is part of Fitbit's value proposition for
business-to-business (B2B) customes§.f* Fitbit uses this data to improve its own products and services.
Furthermore, it provides services and access to user data to third parties (such as employee-health monitoring for
employers P9). Therefore, the most likely way to enforce such a change would be via government regulations,
such as the GDPR. For instance, new legislation could force tness-tracker companies to make centralized data
collection an “opt-in' option. This would enable privacy-concerned users to still use the device without a ecting
their utility. >°

We found that it could be acceptable to only o er the largest level of data aggregation for step counts (i.e.,
the total per day) without negatively a ecting the participants' perceptions of the tracker's utility. Hence, an
alternative approach to data minimization could be to store only the users' aggregated step data on the servers.
However, Fitbit might not want to reduce their data ow. But as the data ow is not cut-o entirely, Fitbit might
be more willing to accept such a change. This could be implemented as either a standard for all users, or as an
opt-in option available in the privacy settings.

Our ndings indicate that adopting step intervals, instead of the precise number of steps, would not be an
acceptable data-minimization strategy, as it would greatly harm the users' perception of the tracker's utility.
Even though the precise number would be still available on the bracelet, our participants were not willing to
accept a reduction in the accuracy of the reported step data in the connected tness app installed on their mobile
phone. Their reticence towards step intervals could be explained by the endowment e4ét;tgr more broadly
by Prospect Theory47]. The participants can view the loss of accuracy as a loss from their current reference
point, hence they do not want to accept it without any apparent gain.

In conclusion, the overall best solution to protect users' privacy in terms of data minimization would be to
stop the centralized data collection. Government regulation would be bene cial for enforcing tness tracker
companies to no longer collect all their users' data. As for more granular-data minimization, users do not want to
have obfuscated step counts, hence this is likely not the best avenue for protecting users' privacy. However, users
could be open to having only their aggregated daily total-step counts stored on the companies' servers.

24 Business-to-business' refers to when a given company sells their products and/or services to other companies, rather than directly to
consumers [55, pp. 20 21].

25N .B. some tness-tracker manufacturers o er the option to enable/disable speci ¢ or all online synchronization and data-processing features
(e.g., Garmin Connect o ers the option to disable all or some data synchronization and processing features). Some of those manufacturers'
devices even process all of the data on the tracker/smartwatch (e.g., Garmin's Venu 2 smartwatch performs sleep analysis on the device itself).
Hence making this be an industry standard should be feasible.
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